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Introduction

Safe passage, for passengers and staff, at UK airports has been a high priority for many years. Terrorist threats to the UK aviation industry during this time have, in the main, come from Irish paramilitary groups such as the IRA and INLA. Threats also come in the form of the Italian Red Brigade, the German led Bader-Meinhoff Gang, and the Spanish based group ETA, not to mention numerous middle-eastern organisations. This threat to safe passage resulted in the introduction of stringent Aviation Security legislation to the UK.

Whilst the Northern Ireland peace process and significant reductions in the number of European based terrorist organisations has resulted in a lesser threat from these groups, threats have continued on a more global scale, particularly from the middle-east as evidenced by the attack on flight Pan Am 103 over Lockerbie, Scotland in 1988.     

This incident led to the significant increase in security screening levels within the UK. 

Whilst compiling both the BOCR model and this report, certain influences and information of a sensitive nature has not been used. 
Government (DfT)
The Department for Transport is the UK’s governing body responsible for Transport Security legislation. Reporting to the Home Secretary, the DfT represent the UK on worldwide aviation security bodies, such as the International Air Transport Association (IATA). The DfT provide free aviation security advice not just to UK airports but to many foreign governments and businesses. 
The main responsibilities of the DfT with regard to Aviation Security are: -

· Introduce and implement legislation

· Vet and licence, security service providers

· Monitor compliance
· Audit security records

· Monitor compliance

· Issue guidance on threats

· Issue national threat level

· Set minimum mandatory training requirements

· Work with other UK government bodies and the private business sector to develop new technologies and techniques in order to improve security standards.
After the Lockerbie incident in 1988 UK the aviation security level was increased, only aircraft arriving from other UK destinations deemed to screened to an adequate level. This situation remains today.
EU Parliament

EU security screening directions generally have minimal impact on UK airports, as UK levels of screening are generally higher than in many other European countries. This situation will not continue indefinitely however, with higher standards now being adopted by many EU member nations.
9/11

The tragic events of 9/11 resulted in the DfT increasing the requirements of the existing security screening processes. This was primarily due to the fact that effective new technologies, such as explosive trace detection machines were already in use in major UK airports.

The current and continuing threat of terrorist organisations such as Al Qaeda necessitate that security processes, techniques and technologies must improve continuously to prevent and deter attacks on or by aircraft.  
Manchester Airport

Manchester Airport is the largest airport owned by Manchester Airports Group and is third largest UK Airport, processing 22 million passengers per year (as at 2004). 

The airport comprises of three terminals and the airfield, covering a total of 14 square miles.

Competition (within the Aviation Industry)
The British Airports Authority is the largest airport operator in the UK, owning the countries two largest airports, Heathrow and Gatwick.

There are two main regional competitors to Manchester Airport, Liverpool John Lennon Airport, and Leeds Bradford Airport.  

‘Backscatter’
Backscatter technology allows people to be x-rayed using safe levels of background radiation. The resulting image using this technology is very clear and effective in detecting concealed items on the person. Whilst clearly able to improve the detection and prevention of prohibited items accessing aircraft, the process is however slower than current screening processes. It has a social and customer service impact in that the person screened is seen naked. 
To assist in alleviating concern the x-ray operator is concealed in a room whilst the facial image is distorted to prevent individual recognition. 

Finance

Each ‘Backscatter’ unit costs in circa £95,000, to introduce Airport wide would cost circa £1.5m. 

Initial set up costs of, infrastructure changes and staff training would cost circa £28,000.  
Technical support, maintenance and consumable costs for ‘Backscatter’ equipment run at circa £5,500 per unit per annum, with an anticipated lifespan of 5 years. 

Due to the benefits to national security of the aviation security industry the Government and EU Parliament will incentivise such projects through the free support of the DfT and/or contributing to the cost of new technologies. It is also beneficial as security procedures often detect other areas of non terrorist criminal activity such as smuggling and passport fraud. 
Staff

‘Backscatter’ technology would reduce the physical demand put on staff to search passengers and staff.  
Introduction of ‘Backscatter’ would add to both the diversity of work and skills set of employees. 

The use of technology within the Aviation Security sector is considered a primary way in which to improve standards of safety. However, investors in new technology benefit minimally in terms of increased passenger numbers, with cost and convenience remaining significant factors to travellers. 
Increasing the current process would increase staff costs on a par with the additional staff needed to utilise ‘Backscatter’.
Customers
Passengers flying out of Manchester Airport are generally well educated in and appreciative of the security process. This is evidenced in just 37 security related complaints being received in 2004. The screening process reassures passengers, with many openly offering information on areas of concern to them.
The Full BOCR Model

Objective

To answer the question, from the perspective of the Manchester Airport Board - ‘Should Manchester Airport invest in ‘Backscatter’ Technology?’

Alternatives
The alternatives selected are:-

1) Add to current process – do more of what we currently do.

2) Invest In Backscatter – equipment for each terminal.

3) Stay As Is – do nothing.
Control Criteria

Two central control criteria ‘Business’ and ‘Political’ were selected for each of the BOCR sections, these being the two central influences for the Alternatives.

Strategic Criteria
The strategic criteria of Competition, Customers, EU Parliament, Shareholders, and UK Government were chosen as the major stakeholders and influencers on the goal.
Cluster Nodes – Alternatives Level
Cluster nodes were selected for each subnet individually rather than creating a template. We felt this better suited our thinking process (and although more time consuming allowed more detailed debate for each subnet) by allocating clusters and nodes in each of the units, rather than thinking of the whole process in a single screen.
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Once completed the clusters and nodes were then linked as required. All clusters were linked to enable consideration of each pairwise comparison. If the comparison was not required the comparison was rated at ‘1’ thereby negating any impact.  This was changed in the final version of the model to remove comparisons when they were not required as we found out rating projects equal was not the same as not rating them.
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Then we moved on to complete the pairwise comparisons for the clusters and then the node comparisons in each subnet. As in this screen comparing the Alternatives with regard to Quality Service
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Ensuring that the inconsistency index was less than 0.1 to create a consistent set of priorities, as in the example below of 0.0515 inconsistency index.
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After completing the pairwise comparisons in the lowest level of the model we moved up and completed comparisons in each level of the model, including the top level, the main window.

Once complete, each level of the model was synthesized to check for satisfactory and consistent outcomes. 
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The synthesis outcome indicates investment in ‘Backscatter’ is the best alternative for the Airport to adopt. Interestingly, the Stay As Is alternative comes out a very poor third.  

Moving on to the Super Decisions Ratings and using the ratings as suggested by Tom Saaty of Very high 0.419, High 0.263, Medium 0.160, Low 0.097 and Very Low 0.061 the following table was created, utilising the BOCR priorities and strategic criteria.
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After completing the Super Decisions Ratings, the whole model was synthesised with the following result;

[image: image7.png][ Super Decisions Main Wind

Fie Design AssessjCompare Computations Networks Help

& & 2 achaca

Proudlove Safe and Secure 2.mos

-7

[ New synthesis for:

uper Decisions Main Window: A Proudlove S

ratings

Here are the overall synthesized priorities for the alternatives.
You synthesized from the network Super Decisions Main
\Window: A Proudlove Safe and Secure 2.mod: formulaic:

Name

[owess  H

Graphic

5o Curent Proces: | I
[Investin Backscater N 1 000000

Ideals

Normals!

Raw

[o7ateer]|

0388085

0033945,

0523220

0134753

=

0088715

0022848

r Tech

o|
nology
|
o|

dy Report

T proud





The two clear alternatives are to Invest in ‘Backscatter’, followed by Add to Current process. It is evident that to Stay As Is poses a significant risk as compared to its alternatives.

Sensitivity was performed for the additive (negative) formula in for each area of the BOCR. The resulting analysis for benefits shows that ‘Backscatter’ is consistently the alternative of choice. At around 0.5 priority Stay As Is and Add to Current Process have little difference.  
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When performing sensitivity for Costs however, Stay As Is moves from worst to best alternative at priority 0.4. (As below) 
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Finally, a recheck of the model using the Sanity Check and Full Report was conducted to highlight any missed or incomplete areas. 
Recommendation

Invest In Backscatter – the cost is outweighed by the benefits and opportunities. 
Doing nothing is only beneficial from a cost perspective which when assessed against the risks becomes a poor option. Adding to the current process is a viable second alternative to ‘Backscatter’. 
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