[image: image1.png]1961
%y Love Possessed, starring

Lana Turner, is the first movie
ever provided in-flight.

=

Menday 1 g

“The fuel light’s on, Frank! We're all going to die! ... Wait,
wait. ... Oh, my mistake—that’s the intercom light.”



[image: image29.png]




[image: image34.jpg]



Decision Making in a Complex Environment

Prof. Thomas Saaty

Prof. Rozanne Saaty

Analytical Network Process Model

What is the most effective airline security program for the United States of America?
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Summary

“In a free and open society, we simply cannot protect every person against every risk at every moment in every place. There is no perfect security… in order to protect our country and defend our freedoms, we must continue to focus resources on the areas that pose the greatest risk…” (Secretary Chertoff - Wall Street Journal Editorial, 2/14/06)

Since the terrorist attacks on the United Stated on September 11, 2006, the U.S. government has made sweeping changes to the way airline and airport security is handled.  This is certainly warranted and expected given the lengths that terrorists will go to do us harm.  However, trade-offs must be made with regard to safety, resources, and social constraints.  We hope to discover with this study whether the current measures being taken are ideal given all of the criteria involved.  To do this we have decided to separate different security measures into 4 groups, represented by one with extreme security measures, one with stricter security measures than are currently in place, one with the measures that are currently being utilized (status quo), and one with measures that would relax some of the restrictions and leave more of the security burden to individual airlines.

Extreme Security

This security measure places safety as the top priority. High costs are incurred with little regard for social etiquette, including civil rights and privacy. The most extreme measures would be taken to ensure the safest air travel. The government would likely increase its presence and authority regarding airport and airline security.

For this classification, all or most of the presented ideas would be implemented. The following are measures that we have determined to be applied for Extreme Security

:

· Train the cabin crew and the flight crew in tactics for surviving a range of violent encounters 

· Establish airport care centers that provide comfort and support to nervous or fearful passengers
· Provide a way for video images from the cockpit and cabin to be recorded, as well as broadcast to the ground. 

· Increase the number of visible security personnel (National Guard troops) at U.S. airports 
· Put more federal air marshals on airline flights
· Allow the aircraft to be controlled remotely from the ground
· Provide a way for the crew to see activity in the cabin 

· Put the crew in their own independent compartment
· Have a military aircraft intercept any hijacked aircraft
· Destroy any hijacked aircraft that may be used as a weapon
· Arm the flight crew
· Arm the cabin crew 

· Equip the aircraft with some kind of knockout gas
· Ban all carry-on luggage 

· Maintain a centralized database of all passenger flight activity
· Transmit cockpit voice recorder data and flight data recorder data continuously to a ground-based data storage facility 

· Allow the autopilot to override a flight path
· Interview / interrogate each passenger as he/she boards the plane
· Stricter, more invasive search methods for passengers
· Stricter, more invasive search methods of luggage
· Usage of biometric technology (retinal scans, finger-printing, etc.)
· Develop and institute skilled training programs for airport and airline employees
· Conduct more thorough background checks on employees and passengers
· Improve proactive surveillance of employees and passengers
· Improve video surveillance at airports
Stricter Security
Similar to Extreme Security, Stricter Security would take what is currently in place and add to it some of the above mentioned measures. This principle would increase the actions and procedures in place now to improve safety, but would still take into account cost, civil liberties, and the like. The prospective procedures would be carefully evaluated, while the government would still increase its presence and control but to a lesser degree than with Extreme Security.
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Current Security (Status Quo)

This method continues down the path that has been taken since the 9/11 hijackings. Measures had been enacted and enforced, improving security, but cost, civil liberties, practicality, and convenience also play a role in determining what measures should be taken. The government still maintains authority.

The following are examples of some of the current security measures
: 

· No-Fly lists for suspected terrorists with the Traveler Identity Verification Program

· Travelers may now carry through security checkpoints travel-size toiletries (3 ounces or less) that fit comfortably in ONE, QUART-SIZE, clear plastic, zip-top bag. 

· No locks on checked items to facilitate random searching of items

· From TSA website “Every passenger will still walk through a metal detector, their carry-on bags will still be X-rayed, and every checked bag will still be screened for explosives.  Additionally, you may be randomly selected at the airline counter or upon arrival at the checkpoint for secondary screening.”

· X-Ray machines

· [image: image30.png]1<atz

Graduate School of Business



Hand-wand inspections

· Metal detectors 

· Shoes and coats removed

· Random searches (baggage)

· Random explosive checking machines.

· Government controlled screeners TSA

· Prohibited items including lighters, guns, explosives, and sharp or dangerous implements, etc.

· In the works from TSA website “developing a program called Secure Flight to enhance the security of air travel in the U.S. while reducing security-related delays for the traveling public.  It will allow the federal government, instead of individual airlines, to compare passenger data against the Watch Lists prior to check-in at the airport, while fully protecting privacy and civil liberties.”

· Pat down inspection

Loosen Security

At the opposite end of the spectrum from Extreme Security is the Loosen Security measure. Effectively, this would reduce measures taken to increase safety to a minimum. The focus would be cost savings and convenience, neglecting safety. Additionally, the government would relinquish control, leaving jurisdiction to the individual airports and airlines. Less expensive and more convenient travel would be likely, but safety would not be a top priority.

The AHP and the ANP Models

The AHP Model

We choose 4 different strategic criteria for our model that we feel has the most impact on the question of airline security.  They are listed with their respective weights in the model as follows:

· Consumer Confidence

11%

· Economic Impact


42%

· Government Control


18%

· Safety




29%
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Our rationale for these weightings recognized the major role economics must take in determining airline security while allowing safety to be the second most important priority.  Government control and consumer confidence also play a role in determining the best level of security, but to a lesser degree.  We feel this accurately describes the real life values placed on this subject as resources are not limitless.  

Ratings were calculated for each criteria based on the best alternative in each subnet category (Benefits, Opportunities, Costs, and Risks).  These ratings were divided into high, medium, and low.  For example, safety was ranked high in terms of benefits due to the effect of extreme security on this criterion.  The full ratings matrix is as follows:
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The ANP Model

The Benefits, Opportunities, Costs, and Risks model operates to assign priority to each of the alternatives to the question of airline security.  Each category contains a subnet governed by control criteria.  These control criteria for this model are defined as follows:
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These control criteria were chosen for their defining characteristics with regard to the problems facing airline security.  Economics, as in the strategic criteria, once again plays an important role in the control criteria due to its finite nature.  Safety is very important as well, but is not the overarching factor in our model due to the constraints economic and social restrictions place on it.

Decision Matrices

Each control criterion contains a subnet of decision nodes which have various relationships amongst themselves as well as the control criteria.  These nodes are pair-wise compared to assign priorities to the alternatives.  Each decision model under the subnets may be seen as follows.

Safety

Safety Criterion is divided into the various measures that could be provided to ensure passenger safety.  The extreme security alternative was found to have the highest safety priority through this model.

Economics

Economic Criterion is divided into the various measures that reflected potential monetary benefits.  

Social

Social Criterion is divided into the various measures that reflected the effects on social welfare.  

Benefits

Safety
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SENSITIVITY ANALYSIS

The sensitivity analysis was performed taking into consideration the Benefits, Costs, Opportunities and Risks as independent variables. Under each analysis, we got a different choice of alternatives but the preference was more towards the “Stricter Security”. As we observed in various scenarios:

BENEFITS

The best possible decision under benefits was the alternative “Stricter Security”, but as we increase the importance of benefits, the alternatives changed from “Stricter Security” to “Extreme Security”.
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OPPORTUNITIES

The best possible decision under opportunities was the alternative “Loosen Security”, but as we reduce the importance of opportunities, the alternatives changed from “Loosen Security” to “Stricter Security”.
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COSTS

The best possible decision under costs was the alternative “Stricter Security” and it remains as #1 choice even if we reduce the importance of costs. The number 1 preference does not change but the second best alternatives changed from “Loosen Security” to “Maintain Current Security”.
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RISKS

The best possible decision under risks was the alternative “Stricter Security”, but as we reduce the importance of opportunities, the alternatives changed from “Stricter Security” to “Loosen Security”.
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Model Synthesis

Our model chose the Stricter Security – Government Control as the best overall alternative for providing the most effective airline security program.  Our analysis took into account all aspects under the control criteria given earlier.  The Stricter Security alternative as measured by our model seemed to provide increased safety with a relatively smaller impact economically and socially.
Synthesized results using the multiplicative formula:

The multiplicative formula enforces the findings and supports Stricter Security as the best alternative.
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The negative formula indicates that Loosening Security would be the least effective program to implement.  It also further reinforces the more optimal choice in Stricter Security which received the smallest negative priority.

Synthesized results using the additive negative formula:
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Conclusion

As we mentioned at the beginning of this study no form of airline security can be 100% foolproof.   Realistic trade-offs must be made to provide the optimum level of security versus risk.  Our study indicates that not enough is being done to secure our airlines. Moreover, it demonstrates that it is preferable to implement some cost effective techniques without resorting to extreme measures.

While our model chose Stricter Security, its margin of victory was not overwhelming.  This is probably the case because the alternatives have essentially the same goals, which involve keeping  our airlines and citizens safe from harm.  The leaders of our nation will continue to struggle with the appropriate level of security in many aspects of our lives.  One can only hope that they will be very successful in this endeavor.

Assorted references:

Special Thanks to commercial airline Captain Deirdre E. Wilson for her consultation

http://online.wsj.com/article/SB115500219699529488.html
http://www.airsafe.com/analyze/usinfo.htm
http://www.iasa.com.au/folders/Security_Issues/urgentSAMprotection-1.htm
http://online.wsj.com/article/SB113988307200273099.html?mod=opinion&ojcontent=otep
http://online.wsj.com/article/SB113988307200273099.html?mod=opinion&ojcontent=otep
http://www.tsa.gov/approach/risk/index.shtm
http://www.rppi.org/ps308.pdf
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