
In 1995 the annual report issued by the Federal Aviation Commission reported that "there have been no hijackings recorded in the United States or on U.S.-registered aircraft since 1991".


The same FAA report also indicated that there had been "no significant attacks against U.S. aviation interests since 1987. The threat level, as in past years, was assessed to be low; however an element of increasingly uncertainty exists".


In an almost chilling prophecy, the 1995 FAA Annual Report made several references to the 1993 World Trade Center Bombing. The same FAA report commented on new training facilities for the Federal Air Marshal Program and concluded the following: "As is made clear by the events of 1995, the threat to civil aviation is subject to sudden change. Specifically, with respect to civil aviation in the United States, the general threat level (i.e.: the potential for a terrorist attack) is almost certainly higher than in years past."


Over the years, there was little change from the 1995 FAA Annual Report. Then, on September 11, 2001 four planes were hijacked within minutes of each of their respective departures. In contrast to earlier hijackings, the hijackers of September 11, 2001 were not concerned with improving a personal circumstance but were intent on martyrdom wherein the hijackers flew two planes into each tower of the World Trade Center and one plane into the Pentagon. One hijacked airliner crashed in a field outside of Pittsburgh, Pennsylvania. In a catastrophic hour, civil aviation in the United States was literally turned upside down. Flights across the country were grounded for several days. Even upon resumption of flights, airlines were forced to cut back schedules up to 25%, lay off thousands of employees, and fly at a significantly lower capacity.


In an effort to restore public faith in civil aviation, there was a nearly immediate cry from the public, and elected officials, to expand the Federal Air Marshal (FAM) program. 


Based on the events of September 11, 2001 and the demand for an expansion of the FAM program, the authors decided to study whether in fact expanding the FAM program was merely a visceral reaction to a critical incident or was in fact necessary to restore confidence in United States civil aviation.


The decision process and the ultimate recommendation will be discussed in several steps. The authors will take the reader through the initial decision process wherein we will determine whether the basic benefits of placing FAMs on commercial flights exceeds the basic costs and risks. The authors will then present decisions, based upon research, wherein we will explore the economic, political, and social factors that impacts the benefits, costs, and risks of this decision. We will conclude our study with a discussion of a decision net that explores the stakeholders, public perception, and selection criteria that have an impact on the final alternatives of assigning FAMS to all flights, random flights, or no flights.


Before one may decide if FAMs should be placed on all, some, or no commercial flights it is imperative to understand if the decision is worth pursuing. To determine if in fact we should pursue this particular decision, the authors initially conducted a hierarchical decision tree to determine if the benefits of FAMs outweighed the costs and risks. The results of this analysis follow:
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Clearly, the benefits of assigning FAMs to commercial flights outweigh the costs and risks associated with the decision. One may question the absence of opportunities in this analysis. The authors determined that, for this particular decision, opportunities were nearly analogous to benefits thus, opportunities were omitted.


So as to accurately reflect the benefits opportunities and costs of this decision, the authors assigned the following values in rating each of the various criteria:
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THE ANP MODEL


Through the preceding analysis, it is clear that the benefits of pursuing FAMs on commercial flights within the United States is an idea worthy of further consideration. With the previous analysis in mind, an ANP model was constructed using sub-networks under the three main criteria of Benefits, Costs, and Risks.


Under each of the general "BCR" criteria were sub-criteria used to determine the economic, political, and social impact of each decision. Upon conducting a hierarchical analysis of the "BCR" using the aforementioned sub-criteria, those topics demonstrating the greatest importance, were then assigned a decision network that took into account three alternatives:

1. Placing Federal Air Marshals on all Flights

2. Placing Federal Air Marshals on Random Flights

3. Do not place Federal Air Marshals on Commercial Flights

As will be discussed in this paper, the aforementioned alternatives in the decision sub-network were influenced by assessing the impact of various stakeholders, FAM selection criteria, and public perception. 

Using research conducted by the authors, assessments of the latest news regarding the current terrorism crisis, and personal experience, decisions were made through each of the levels of the ANP model. Based upon our various decisions throughout the ANP model a specific recommendation was made as to which of the three preceding alternatives should be pursued.

At this point we will examine each of the criteria and sub-criteria. For each of the criteria we will explain our thought process that led to our decision making rationale. We will then demonstrate through a priority matrix why specific sub-criteria were analyzed using the decision network sub-criteria. Each of the three alternatives will be examined using the three primary BCR criteria and we will conclude this analysis by demonstrating the final recommendation of our ANP model.

BENEFITS


As will be the case for all three of the criteria, the benefits portion of the model is further divided into economic, political, and social sub-criteria. Each of the sub-criteria are further divided into particular topics that would have an impact on the final decision. The reader may note sub-networks listed under particular topics. The topic sub-networks are those that were demonstrated to have the greatest impact on the final decision, thus the role of the specific topics were further examined through use of the decision network. 


The benefits sub-network is demonstrated as follows:
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Unfortunately, one is not required to perform a great deal of research to understand the impact of the terrorist attack of September 11, 2001 on the airline travel industry. From an economic standpoint a recent report on CNN indicates that over 100,000 jobs have been lost in various sectors including commercial airlines, airline manufacturers, and various travel related businesses.


In what will soon become a common theme in this analysis, much of the debate regarding the placement of FAMs on commercial flights relies heavily on the social sub-criteria. In fact within two weeks of the September 11, 2001 flights, the following two quotes demonstrated the general feeling of the public toward getting back on a commercial aircraft:

"Flying incognito, air marshals would be best positioned to thwart hijackings.....simply adding air marshals to a few more flights as a symbolic gesture won't suffice"

"If the person who wants to hijack is extraordinarily creative and does not care if he is about to die, really the only defense you have against them would be air marshals on all flights"

In assessing the benefits of FAMs on commercial flights, it became readily apparent that it would be necessary to reduce consumer anxiety about flying and to increase consumer confidence to get consumers to spend money. The authors began to develop an hypothesis that the economic benefits were clearly a spiral that could be driven either in an upward or downward fashion by determining the level of consumer anxiety along with the negative correlation toward consumer confidence.

The political benefits of the FAM program are a bit more murky, and are based more upon a stabilizing force as opposed to the social levers discussed in the economic and social portions of the benefit sub criteria. The authors discussed the necessity for various programs that include the appearance of a stable government and the requirement of a legislative agenda aimed at sustaining the airline industry while trying to reduce anxiety and increase confidence. As a result we believe, from a political point of view, that the greatest benefit would be to maintain stability, thus it is important not to upset the current legislative balance or expose the public to re-election campaigns that may prey upon consumer anxiety and decrease consumer confidence.

In another recurring theme of this analysis, it was demonstrated that the political aspect of this decision, while important in at least a manner of a stakeholder, clearly takes a less important role than that of the social or economic sub-criteria.

COSTS


As in any business decision, regardless of the apparent need, one must examine if in fact the benefits of a decision outweigh that of the costs. In order to begin our assessment of the costs of this program we defined costs in a variety of ways from purely economic, to the cost of other valuable political programs not funded, to the social cost of our voluntarily giving up our hard-earned social freedom. As a result our decision tree took the following form:
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As one assesses the costs of the FAM program it is important to understand that: In the past, the American aviation industry had an ambivalent attitude toward air marshals. While they may look like any other tourist or business traveler, the marshals do not buy a ticket thus they are basically revenue losers. The fact that they are armed also raised alarms as the last thing anybody wants is a firefight at 35,000 feet."

What is somewhat compelling is the attitude of the public and elected officials toward aviation security funding. A recent Wall Street Journal article contained the following:

"Nothing short of a federal takeover of air-travel security will keep the passengers coming, say airline executives, big-city mayors and now, some top members of Congress. "We can provide the airlines with all the money they need", Senate Majority Leader Thomas Daschle said yesterday, "but people are not going to climb on board again until they know they are secure, and our job is to see that that security is provided.""


The fear becomes that decisions will be made in the coming weeks that will have broad impact on the economy and airline industry for many years to come. Of particular concern are the future salary increases of the FAM program as well as altered legislative agendas and programs that will not be funded due to the money being mandated for airline security.


It is important to remember the whole dynamic of costs as well. For example insurance costs could rise in the event of placing air marshals on some or all flights in the form of liability insurance. Conversely, insurance carriers may refuse to insure or charge prohibitive premiums on airlines that do not have FAMs on board. Similarly consumer anxiety can be raised by the thought of knowing individuals on board may be armed or knowing that the consumer may be vulnerable.


The authors also believe that many are too casual in giving away their social freedoms in the quest for a safer environment in which to fly. As the reader will begin to see, the FAM issue will once again revolve around the social aspect of the decision making process.


Almost conspicuous by it's absence is the discussion regarding economic costs in light of a cost per passenger for having FAMs on all flights. A review of the following table will provide a clear reason as to why this issue is much less about economics and more about social issues:

	Number of Marshals for full coverage
	20,000

	Average Annual Salary
	$58,000

	Management & Training Costs (Yearly)
	$500,000,000

	Total Yearly Costs (Salary,Mgmt,Trng)
	$1,660,000,000.00

	Daily Total Costs
	$4,547,945.21

	Average Daily Flights
	35,000

	Cost per Flight
	$129.94

	Assume Avg. 50 passengers/flight
	50

	Average cost per passenger
	$2.60

	
	

	Source: USA Today, September 24,2001

	
	


RISKS


Chris Yates, airlines security editor for Jane's Information specialist publisher on aviation and security cautioned that "the introduction of guards was not a worry-free solution as they increase the risk to passengers"
 Yates continued: "As far as passenger safety is concerned, I think the jury is still out whether it reduces risks....It is entirely possible that one or two of the sky marshals could be overcome and then you are putting weapons into the hands of potential hijackers"


As we demonstrate below with our decision tree, beyond the obvious risk of one or more sky marshals being disarmed there are other factors that must be considered:
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As in costs, one must look at the risks associated with a decision from differing points of view. A prime example of this concept is the role of other modes of transportation. If air marshals are placed on all or some flights, then is it reasonable to assume that capacity on rail, bus, and cars will remain relatively unchanged? Conversely, if a decision is made not to assign FAMs on commercial flights, might we see an increase in capacity in these alternative transportation modes? 


In the hours and days following the shutdown of the American flight grid,  trains and buses became the choice of travel. "About 2700 buses and 5,000 drivers fanned out over the nation to accommodate demand that, in the four days after the attacks, increased by 50%"


In a similar manner, Amtrack became a mode of choice during the week following the attacks on September 11, 2001. During the crisis "Amtrack rose to this extraordinary occasion by running extra trains, honoring airline tickets, and augmenting staff where possible"


The risks to the airlines are somewhat mitigated by the convenience of air travel in terms of time. Regardless of the decision to place or not place FAMs on commercial flights one must assess whether the American public is willing to forego convenience of air travel as demonstrated by the following chart:

	TRAVEL MODE
	DEPARTURE POINT
	DESTINATION POINT
	TIME
	COST

	
	
	
	
	

	PLANE
	CHICAGO
	DETROIT
	1 HR 19 MINS
	$34.00

	TRAIN
	CHICAGO
	DETROIT
	5 HRS 30 MINS
	$43.00

	AUTOMOBILE
	CHICAGO
	DETROIT
	5 HRS
	$17.00

	BUS
	CHICAGO
	DETROIT
	5 HRS 29 MINS
	$19.00

	
	
	
	
	

	PLANE
	LOS ANGELES
	SAN FRANCISCO
	1 HR 12 MINS
	$64.00

	TRAIN
	LOS ANGELES
	SAN FRANCISCO
	9 HRS 30 MINS
	$47.00

	AUTOMOBILE
	LOS ANGELES
	SAN FRANCISCO
	7 HRS
	$23.00

	BUS
	LOS ANGELES
	SAN FRANCISCO
	7 HRS 35 MINS
	$35.00

	
	
	
	
	

	PLANE
	NEW YORK
	WASHINGTON DC
	1 HR 30 MINS
	$84.00

	TRAIN
	NEW YORK
	WASHINGTON DC
	3 HRS 30 MINS
	$69.00

	AUTOMOBILE
	NEW YORK
	WASHINGTON DC
	4 HRS 45 MINS
	$16.00

	BUS
	NEW YORK
	WASHINGTON DC
	4 HRS 20 MINS
	$42.00

	
	
	
	
	

	PLANE
	NEW YORK
	LOS ANGELES
	5 HRS 53 MINS
	$155.00

	TRAIN
	NEW YORK
	LOS ANGELES
	2 DYS 18 HRS
	$164.00

	AUTOMOBILE
	NEW YORK
	LOS ANGELES
	2 DYS 4 HRS
	$169.00

	BUS
	NEW YORK
	LOS ANGELES
	2 DYS 14 HRS
	$99.00

	
	
	
	
	

	SOURCE: Jane Clark, "Leave the Driving to Bus", USA Today, 9/28/2001, pp 01D


Another somewhat obvious risk is that of lawsuits, again whether FAMs are deployed on all, some, or none of the commercial flights. Certainly arguments regarding potential liability could be made in assessing any of the three alternatives. 

From a political point of view, one must look at the statements being made by elected officials in the context of what is the result if the FAM program is a failure? Will there be political backlash in the event that a flight is hijacked with FAMs on board or if a passenger is killed or injured either as a result of a hijacking intervention or (with respect to potential lawsuits) in the event of the injury or death of a passenger due to FAM negligence. 

One of the authors has personal experience with the problems associated with a mass hiring in the area of law enforcement. Once again, mass hiring can lead to choosing candidates that may not have been otherwise selected. As such, the call to hire a large number of FAMs in a relatively short period of time carries inherent risk.

From a social point of view, we must be concerned with the militarization of our public transportation. President Bush recently announced that National Guard troops would be deployed at airports throughout the United States.
 Is the American public ready to confront uniformed troops with automatic weapons patrolling airports and potentially other public facilities.

Along with this expansion of militarization is the slippery slope in the reduction of civil liberties. Americans must continually weigh and understand the need for a sense of normalcy combined with a heightened awareness of danger.

A final risk entails that of potential profiling by FAMs. Already we have been made aware of accounts of those citizens with an Arabic appearance or name being the target of extra scrutiny. As early as three months ago racial profiling was an issue across all law enforcement sects. In the same manner, FAMs must be aware of their surroundings as well as the need to be wary of suspicion based solely on appearance.

PRIORITIES AND THE DECISION NET

Taking into account each of the considerations outlined in BCR model, the authors were then able to determine the sub-criteria topics that would be explored with the "Decision Net". As previously explained, the Decision Net consists of three alternatives that are assessed in context with the individual criteria. The choice of whether or not a particular sub-criteria will be assessed using  the Decision Net is based upon the relative importance of the various topics within the sub-criteria. The authors decided to use no more than four topics for the Decision Net analysis per sub-criteria. The reader can refer to the previous examples of the various decision trees to see what sub-criteria topics were labeled with sub-nets. The determination of those sub-net categories were as follows:

	MODEL
	CRITERIA
	SUB-CRITERIA
	PRIORITY

	
	
	
	

	BENEFITS
	ECONOMIC
	Aircraft Manufacturers
	0.088

	(.509)
	(.315)
	Maintain Airline Competition
	0.115

	
	
	Travel Industry
	0.112

	
	
	
	

	
	POLITICAL
	Legislative Majority
	0.009

	
	(.059)
	Re-election Opportunities
	0.049

	
	
	
	

	
	SOCIAL
	Increase Consumer Confidence
	0.153

	
	(.626)
	Reduce Consumer Anxiety
	0.416

	
	
	Reduce Unemployment
	0.056

	
	
	
	

	COSTS
	ECONOMIC
	Future Salary Increases
	0.068

	(.156)
	(.279)
	Increased Fares
	0.025

	
	
	Insurance Costs
	0.185

	
	
	
	

	
	POLITICAL
	Legislative Agenda Altered
	0.011

	
	(.072)
	Other Programs Not Funded
	0.059

	
	
	
	

	
	SOCIAL
	Reduction of Social Freedom
	0.54

	
	(.649)
	Increased Consumer Anxiety
	0.108

	
	
	
	

	
	
	
	

	RISKS
	ECONOMIC
	Consumers Choose Other Transportation
	0.03

	(.335)
	(.183)
	Potential Lawsuits
	0.152

	
	
	
	

	
	POLITICAL
	Hijacking with Air Marshal on Flight
	0.051

	
	(.075)
	Injury/Death to Passenger
	0.017

	
	
	Mass Hiring
	0.006

	
	
	
	

	
	SOCIAL
	Militarization of Public Transportation
	0.139

	
	(.742)
	Profiling Concerns
	0.06

	
	
	Reduction of Civil Liberties
	0.542



At this point it should be fairly obvious to the reader the broad impact that the social sub-criteria has on the decision and conversely, the relative lack of importance that is placed on the political decision.


As previously discussed, the Decision Net examines the role of the selection process for the FAM program, the potential stakeholders, and the perception of the public in an effort to determine the best alternative for each of the sub-criteria, criteria, and final goal.


The interaction between the various nodes within the decision net varies, based upon whether the particular topic is in the benefits, cost, or risk node as well as if the topic is in the economic, political or social node of the sub-criteria.


In the following example the Decision Net has been prepared in the comparison context of Benefits/Economic/Maintain Airline Competition:
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The authors believe that we have captured the essence of what must be considered before a decision on FAM deployment can be made. Of particular note are the interactions between the various stakeholders. Based upon our previous analysis, it became relatively transparent to determine whether under a particular node a decision would contribute to a greater or lesser sense of anxiety or whether one stakeholder would benefit or find itself at risk dependent on the other stakeholder.


The selection process became a crucial element as the selection of the air marshals had the potential impact of moving public perception in either direction.

The Decision


As expected each of the three decision trees provided differing weights to the three alternatives.


The synthesized results under benefits:
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Based solely on the benefits of the decision, the synthesized results favor placing air marshals on all flights. This is certainly not a surprising result considering the heavy emphasis on the social sub-criteria and, as was previously mentioned how social sub-criteria was the lever that could potentially drive the economic success or failure of the airline and related industries.


Conversely, the costs decision tree portrays a vastly different decision as evidenced by the following chart:
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Once again, based on the previous discussion it is fairly logical to assume that the economic, political, and social costs were such that other alternatives may be explored such as tighter airport security or training and arming pilots with weapons.


At this point the reader can see a dilemma forming as the general decision from the Expert Choice program was that FAMs were a viable alternative and that the benefits far outweighed the costs and risks. Yet we are now faced with one decision tree indicating a recommendation toward placing FAMs on all flights and another tree recommending that there not be any FAMs on commercial flights.


It has become readily apparent that the risks node will be the determining factor as to which of three alternatives will be the choice. Recall, that there were risks in deploying FAMs as well as risks for not deploying FAMs. With that in mind the decision from the risk tree is as follows:
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We explain that the collective weight of potential lawsuits, the impact of consumers choosing other modes of transportation had a broad enough impact so as to counteract the concerns that were detailed in the risk section of this paper. In other words considering the risks it was determined that it was better to take the risk of having FAMs on all flights as opposed to not having FAMs at all.


At this point it is not difficult to determine, that in all likelihood, at a minimum we will recommend that FAMs should be on at least random flights. Before presenting the final decision, please allow one more observation that allowed us to understand the matter of assigning FAMs to random flights as opposed to assigning FAMs to all flights:

"Mr. Charlie LeBlanc, (Managing Director, Air Security International): If there is a chance that a plane I plan to hijack is manned by a sky marshal, to me that is a large deterrent. If there is maybe a one in three or one in four chance, then that changes that whole equation"


We believe that the statement of Mr. LeBlanc is significant if for no other reason it delves somewhat away from logic and rational thinking into the mind of a potential hijacker.


With that in mind, the final decision is as follows:
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In conclusion, based upon our analysis we have determined that the placement of Federal Air Marshals on all flights is the best alternative. This decision is based not only on the events of September 11, 2001 but also with the thought of this program becoming a permanent part of the American landscape.
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